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When developing policies to mitigate insider security risks, security officers
must consider specific approaches and tools. Detecting and investigating
incidents caused by insiders is quite challenging for various reasons:

* Insiders have authorized access.
* One insider performs thousands of operations per day.
* Insiders know the ins and outs of the system. 34% of all breaches

* Insiders may collude and hide their tracks. N ™ ST Ly R

" *The Verizon 2019 Data Breach
Investigations report
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** According to the 2020 Cost of Insider

Implement Ekran System Threats: Global Organizations report
to protect your environment from the inside out by the Ponemon Institute

Total average cost of
insider-related incidents over
a 12-months period = $11.45 million**

aws Private
~—7 cloud

M HOW EKRAN SYSTEM® MITIGATES INSIDER THREATS

Ekran System® is a full cycle insider threat management platform that focuses on
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three core goals: deter, detect, and disrupt. * kK pee r ‘ Nns | g hJ[S
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DETER DETECT DISRUPT EKRAN as a good, light and
+ Manage identities + Monitor activity « Investigate incidents e U Monitoring
+ Control access + Manage alerts + Respond to incidents

+ Collect evidence Solution.
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R WHY COMPANIES CHOOSE EKRAN SYSTEM® COMPLY WITH
REGULATIONS AND

Q STANDARDS

One-click search across suspicious activity
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=§ Full desktop and server OS support

Mentioned in NIST Special Publication
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Low total cost of ownership
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DETECTION SOFTWARE
CUSTOMER HIGHLIGHTS

Low incident response time with a visually structured
evidence trail
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Al-based compromised account detection )
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@ Lightweight software agent and highly optimized ooyt ey
formats for storing data
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.@ Quick installation and configuration (less than 20 minutes)
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LICENSING

Ekran System?® is licensed based on the number of monitored endpoints and is offered in Standard and Enterprise Editions.
The Enterprise Edition includes several enterprise-grade maintenance and integration features.
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